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Amazon.com Privacy Notice

Last updated: October 1, 2008. To see what has changed, click here.

Amazon.com knows that you care how information about you is used and shared, and we
appreciate your trust that we will do so carefully and sensibly. This notice describes our
privacy policy. By visiting Amazon.com, you are accepting the practices described in this
Privacy Notice,

What Personal Information About Customers Does Amazon.com Gather?
What About Cookies?

Does Amazon.com Share the Information It Receives?

How Secure Is Information About Me?

What About Third-Party Advertisers and Links to Other Websites?

Which Information Can I Access?

What Choices Do I Have?

Are Children Allowed to Use Amazon.com?

Does Amazon.com Participate in the Safe Harbor Program?

Conditions of Use, Notices, and Revisions

Examples of Information Collected

What Personal Information About Customers Does Amazon.com Gather?

The information we learn from customers helps us personalize and continually improve your
shopping experience at Amazon.com. Here are the types of information we gather.

« Information You Give Us: We receive and store any information you enter on our Web
site or give us in any other way. Click here to see examples of what we collect. You can
choose not to provide certain information, but then you might not be able to take
advantage of many of our features. We use the information that you provide for such
purposes as responding to your requests, customizing future shopping for you,
improving our stores, and communicating with you.

« Automatic Information: We receive and store certain types of information whenever
you interact with us. For example, like many Web sites, we use "cookies," and we
obtain certain types of information when your Web browser accesses Amazon.com or
advertisements and other content served by or on behalf of Amazon.com on other Web
sites. Click here to see examples of the information we receive.

 E-mail Communications: To help us make e-mails more useful and interesting, we
often receive a confirmation when you open e-mail from Amazon.com if your computer
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Privacy Policies

Inform consumers about privacy practices

e Consumers can decide whether practices are
acceptable, when to opt-out

Most policies require college-level skills to understand,
long, change without notice

e Few people read privacy policies

Existing privacy policies are not an effective way to
inform consumers or give them privacy controls



Privacy Policies Format Study

Participants answered reading-comprehension and opinion
questions about privacy policies in various formats

Accurate answers to questions where they could find the answer
by scanning or key-words

e Does Acme use cookies? (98%)

People had trouble with more reading comprehension

e Does this policy allow Acme to put you on an email marketing list? (71%)

e Does this policy allow Acme to share your email address with a marketing
company that might put you on their email marketing list? (52%)

Even well-written policies are not well-liked and difficult to use

Layered notices didn’t appear to help much

A.M. McDonald, R.W. Reeder, P.G. Kelley, and L.E. Cranor. A comparative study of online privacy policies and formats.
Privacy Enhancing Technologies Symposium 2009. http://lorrie.cranor.org/pubs/authors-version-PETS-formats.pdf 4


http://lorrie.cranor.org/pubs/authors-version-PETS-formats.pdf
http://lorrie.cranor.org/pubs/authors-version-PETS-formats.pdf

Can more intentionally designed,
standardized privacy policy
formats benefit consumers?



Can more intentionally designed,
standardized privacy policy
formats benefit consumers?

» Ease of understanding

» Speed of information-finding
» Ability to make comparisons
» Consumer opinion



Full Policy Text

Amazon.com Privacy Notice

Last updated: October 1, 2008. To see what has changed, click here.

Amazon.com knows that you care how information about you is used and shared, and we
appreciate your trust that we will do so carefully and sensibly. This notice describes our
privacy policy. By visiting Amazon.com, you are accepting the practices described in this
Privacy Notice,

What Personal Information About Customers Does Amazon.com Gather?
What About Cookies?

Does Amazon.com Share the Information It Receives?

How Secure Is Information About Me?

What About Third-Party Advertisers and Links to Other Websites?
Which Information Can I Access?

What Choices Do I Have?

Are Children Allowed to Use Amazon.com?

Does Amazon.com Participate in the Safe Harbor Program?
Conditions of Use, Notices, and Revisions

Examples of Information Collected

What Personal Information About Customers Does Amazon.com Gather?

The information we learn from customers helps us personalize and continually improve your
shopping experience at Amazon.com. Here are the types of information we gather.

« Information You Give Us: We receive and store any information you enter on our Web
site or give us in any other way. Click here to see examples of what we collect. You can
choose not to provide certain information, but then you might not be able to take
advantage of many of our features. We use the information that you provide for such
purposes as responding to your requests, customizing future shopping for you,
improving our stores, and communicating with you.

« Automatic Information: We receive and store certain types of information whenever
you interact with us. For example, like many Web sites, we use "cookies," and we
obtain certain types of information when your Web browser accesses Amazon.com or
advertisements and other content served by or on behalf of Amazon.com on other Web
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Layered Policy

Acme Privacy Notice Highlights

(last updated May 2008)

This notice provides highlights of the full Acme Online Privacy Statement. This notice and the full privacy statement apply to those Acme Web

. sites and services that display or link to this notice.

*When you register for certain Acme services, we will ask you to provide personal *You can stop the delivery of promotional e-mail from a Acme site or service by
information. following the instructions in the ¢-mail you receive.
*The information we collect may be combined with information obtained from other *To make proactive choices about how we communicate with you by e-mail, telephone,
Acme services and other companies. and postal mail, follow the instructions listed in the Communication Preferences of the
*We use cookies and other technologies to keep track of your interactions with our sites full privacy statement.
and services to offer a personalized experience. *To opt-out of the display of personalized advertisements, go to the Display of
Advertising section of the full privacy statement.
*To view and edit your personal information, go to the access section of the full privacy
statement.

*We use the information we collect to provide the services you request. Our services may *The full Acme Online Privacy Statement contains links to supplementary information
include the display of personalized content and advertising. about specific Acme sites or services.

*We use your information to inform you of other products or services offered by Acme  *The sign in credentials (e-mail address and password) used to sign in to most Acme sites
and its affiliates, and to send you relevant survey invitations related to Acme services. and services are part of the Acme Networks.

*We do not sell, rent, or lease our customer lists to third parties. In order to help provide  *For more information on how to help protect your personal computer, your personal

our services, we occasionally provide information to other companies that work on our information and your family online, visit our online safety resources.

behalf. sAcme is a member of the TRUSTe privacy seal program.

For more information about our privacy practices, go to the full Acme Online Privacy
Statement. Or write us using our Web form. If you have a technical or general support

question, please visit hup://support. Acme.com to leam more about Acme Support
offerings.

© 2009 Acme Corporation. All rights reserved.




Amount Per Serving

Nutrition Facts

Serving Size 1 cup (2289)
Serving Per Container 2

Calories 250

Calories from Fat 110
% Daily Value®

Total Fat 12g

18%

Saturated Fat 3g

15%

Cholesterol 30mg

10%

Sodium 470mg

20%

Total Carbohydrate 31g

10%

Dietary Fiber 0Og

0%

Sugars 5q

Protein 5g

Vitamin A 4%
Vitamin C 2%
Calcium 20%
Iron 4%

your calorie needs:

* Percent Dally Values are based on a 2,000 calorie dist
Your Dasly Values may be higheér or lower depending on

Calorie 2,000 2,500
Total Fat Less than 659 80g
Sat Fat Lessthan 20g 259
Cholesterol Lessthan 200 mg 300mg
Sodum Lessthan 2400mg 2400mg
Total Carbohydrate 3009 375
Dietary Fiber 259 309

/

@@ 178 per servm

=

Saturates)

2.0g per serving

Sugars
42.2g per servin

5

Salt

2.0g per serving

WARNING:
CHOKING HAZARD

This toy is a small ball.
Not for children under 3 yrs.

Drug Facts

Active ingredient (in each tablel)

CHoepheniraming makate 4 mg

Purpose
Antihistamne

Uses wemporanly relaves these symptoms due %0 hay lower o other upper respiratory

alerges:

Warnings
Ask a doctor belore use if you have
| gaucoma

m sneeing | ruray nose

m iichy, walery oyos

B rouble winating due 1o an enlarged prostate glarnd

= iichy theoat

| a breathing prodlem such as emphysema or chronic beonchfs

Ask a doctor or pharmacist before use i you are taking tranquilzers or sedatives

When using this product
| you may get drowsy

W avoid alcoholic drnks

8 acohol, sedatives, and ranquilizens may increase dronsiness
| be carell when driving a metor wehiche or operating machinery

x|

The more
stars the more
water efficient

%
*

WATER

RATING

O e ——t ot an g g
aranen lerten wwery Mot svws
Land Capucny X oy

Witer Consumpcion

Utres per wash

— tseme pig e

T md * b o b Rt ¢ AL AT MK

For more enfor pare
mww
www.waterrating.gov.au

Qied oo stdasd U §. Govorarsesl sty

ENERGYGUIDE

Rrtperadoe-Froaser X¥1 Corpotatien
WP Astoeal Defront Model RS- WY
W Sude Mousted freedes Capachy. 23 Cotic Fort
Wihoot Phroogd e 0ooe loe Semvice

Compare the Energy Use of this Refrigerator
with Others before You Buy.

This Model Uses

G

Ensegy Use (KWhear) range of 2l similar models
Uses Least Usaznost
T "

Kiypsar Rlowalt-Doars par year) o & freaiuns oF eargy (dedtroly) use
Your Lty COMpAnY sses i 10 compete your B Ooly modeis o 2250 N 4
CUiC Seet 20 the 250we laxdures e wotd I DE scale

Refrigerators using more energy cost more to operate.
This model's estimated yearly operating cost isc

Based 00 3 1000 U S Goveenmsmnt sadiond! 3verags cost of § 242 por kWS e
dletiricly Yoor MieN Operniag COSt ol vary dependn) o8 Your Iocal vy fais
and your use of B prodect

Pt Ramn d F I 0 MR e et L ceme ¥ Tty b (1 Ay

E Washing

I'| e rg y machine
Manufacturer

Model

More efficient

Less efficient 9
Enerav consumnption d e




[terative Design Approach

5 focus groups
7-11 participants each

explored attitudes
towards privacy
policies

tested understanding
of labels and symbols

Laboratory Study
24 participants

within subjects design
to compare label and
text policies

8 tasks, measured
time and accuracy

6 opinion questions
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Design Evolution

Design Evolution
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Patrick Gage Kelley, Joanna Bresee, Lorrie Faith Cranor, and
Robert W. Reeder. A "Nutrition Label" for Privacy. SOUPS 2009.

Final Proposed Design

Acme

we collect
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Standardized Label

Acme

nformation ways we use your information information sharing
we collect
provide
service and other public
maintain site  marketing telemarketing profiling companies forums
contact
cookies
demographic
information
financial
information
health
information

purchasing
information

social security
number &
govt D

your activity on
this site

your location

Access to your Information acme.com

This site gives you access 10 your contact data and some
of ts other data Wentfod with you

How to resolve privacy-related disputes with this site
Please emall our customer service department

S000 Forbes Avenue

Prisburgh. PA 15213 Unted States
Phone: B0O-555-5555
heb®@acme.com

12



Removes wiggle room
and complicated
terminology by using
four standard symbols

Acme

information ways we use your information information sharing
we collect orovide
service and public
maintain site marketing telemarketing profiling compannes forums

contact
information
demographic
information

financial
information

health 13
information



Bell Group

Information Ways we use your inlermation intecration sharing
-
omer

Allows for quick high-
level visual feedback by
looking at the overall
intensity of the page

14



Acme

information
we collect

contact
information

cookies

demographic
information

financial
information

health
information

preferences

purchasing
information

social security
number &
gov'tiD

your activity on
this site

your location

ways we use your inf

provide
service and
maintain site marketing

Bell Group

information
we collect

contact
information

cookies

demographic
information

financial
information

health
information

preferences

purchasing
information

social security
number &
govtiD

your activity on
this site

your location

ways we use your information

provide
service and

maintain site marketing

telemarketing profiling

information sharing

other
companies

public
forums

Allows for information to
be found in the same
place every time

B e

15



tandardized Short Label

Acme

information ways we use your information information sharing

we collect n
provide

service and other public

maintain site marketing telemarketing profiling companies  forums

contact
information
cookies

demographic
information

preferences

purchasing
information

your activity on
this site

Information not collected or used by this site: social security
number & government 1D, financial, health, location.

Access to your information acme.com

This sie gives you access to your contact data and some 5000 Forbes Avenue

of its other data identified with you Pittsburgh, PA 15213 United States
Phone: B00-555-5555

How to resolve privacy-related disputes with this site heb@acme.com

Please email our customer service department

16



Labels Compared

Acme

information ways we use your information information sharing
we collect
provide
service and other public
maintain site  marketing elemarketing  proSling companies  forums
contact
cookies
demographic
financial
information
health
information

purchasing

social security
number &
govtiD

your activity on
this sie

your location

Accoss 10 your information BCMO.COM

This s gives you acCess 10 your COMac! data and some 5000 Forbes Averwe

of its other data idertfied with you Ptsburgh, PA 15213 Unted States
Phone: 800-585-5555

How to resolve privacy-related disputes with this site heb@acme.com

Plaaso emai our Cusiomer sarnvice dopartment

Acme

information
we collect

ways we use your information information sharing

provide
service and other public
mainiain site  marketng telemarketing profiling

companies forums

contact
informason

cookies

demographic
informaton

preferencas

purchasing
informason

your activity on
this site

Information not collected or used by this site: social security
number & government ID, financial, health, location.

Access 10 your information Acme.com

This s20 QoS YOU SCC083 10 your CONtACT data and some S000 Forbes Avenue

of s other data idontifind with you Pinsburgh. PA 15213 Unitod Staes
Phono: BOO-555-5555

How 10 resolve privacy-related disputes with this site Poby@acme com

PRase omad our CusStomer Sorvice Sepanment

17



Short Standardized Text

Acme

Acme will collect your contact information. They will use this information for
providing you service and maintaining the site and profiling. They will also use
this information for marketing and telemarketing unless you opt out. They will
share this information with other companies unless you opt out. They will share
this information on public forums if you opt in.

Acme will collect your activity on this site, demographic information, your health
information, and cookie information. They will use this information for providing
you service and maintaining the site and profiling. They will also use this
information for marketing and telemarketing unless you opt out. They will not
share this information.

Acme will collect your preferences and your purchase information. They will use
this information for providing you service and maintaining the site and profiling.
They will also use this information for marketing and telemarketing unless you opt
out. They will share this information on public forums if you opt in.

Information not collected or used by this site:
financial, SSN or government ID, and location.

Access to your information acme.com

This site gives you access to your contact data and some 5000 Forbes Avenue

of its other data identified with you Pittsburgh, PA 15213 United States
Phone: 800-555-5555

How to resolve privacy-related disputes with this site helo@acme.com

Please email our customer service department

e —




we will collect and use your
information in this way

by default, we will collect and use
your information in this way unless
you tell us not to by opting out

Legend & Definitions

we will not collect and use your
information in this way

by default, we will not collect and
use your information in this way
unless you allow us to by opting in

Definitions

contact information

Contact information may include name, address,
phone number, email address, or other online or
physical contact information.

cookies

Cookies or mechanisms that perform similar
functions. A cookie is a small text file that a
website can place on your computer's hard drive to
collect information about your activities on the site
or to allow the site to remember information about
you and your activities.

demographic information

Demographic information may include social and
economic categories that apply to you, such as
your gender, age, income, or where you are from.

financial information

Financial information may include your accounts,
balances, and transactions.

provide service and maintain site
Collecting information to provide the service you
requested, to customize the site for your current
visit, to perform web site and system maintenance,
or to enhance, evaluate, or otherwise review the
site, but without connecting any information to you.

public forums
A public area, such as a bulletin board, chat room,
or directory.

purchasing information
Information about your purchases may include the
payment methods you used.

social security number & govt ID
Includes government-issued identifiers such as
your social security number.

telemarketing
Contactina vou bv telephone to market services or



Five Formats Compared

Std. Std. Std. Full Layered
Table Short Table Short Text Policy Text Text
—
R l
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N
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(LT
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Five Formats Compared

Std. Std. Std. Full Layered
Table Short Table Short Text Policy Text Text
—
e—— ——— ——— ' —
— — == |

table table text text table

(with text)

standardized standardized standardized

real-world real-world

21



User lTesting

Amazon’s Mechanical Turk
e /64 participants
e between subjects design

o average time to complete ~15 minutes

22



Study Questions

Demographics
Internet and Privacy

Simple Tasks

Can be answered from single row or column

Complex Tasks

Interaction between rows and columns
Single Policy Likeability
Comparison Tasks

Policy Comparison Likeability

23



Percentage correct

Overall Accuracy Results

100

80

60

40

20

—

. "
Std. Std. Std.
Table Short Short
Table Text

Full
Policy
Text

Layered
Text
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(in seconds)

Timing Results

1300

975
650
325

0

Std. Std. Std. Full Layered
Table Short Short Policy Text
Table Text Text




(1-7 Likert Scale, 7 is best)

Enjoyability - Single Policy

Std. Std. Std. Full Layered
Table Short Short Policy Text
Table Text Text

26



(1-7 Likert Scale, 7 is best)

Enjoyability - Comparisons

Std. Std. Std. Full Layered
Table Short Short Policy Text
Table Text Text

27



Participant Comments

e The full policy text described as:
e “torture to read and understand”
o likened them to “Japanese Stereo Instructions”
e The standardized-format were more complimentary:

e “This layout for privacy policies is MUCH more
consumer friendly. [ hope this becomes the
industry standard”

28



Standardized formats
outperformed text and
layered formats

Benefits of standardized approach:
e Structured information presentation

o C(Clear labeling of information that is not used
or collected

e Standardized terminology to minimize length
and increase the clarity of the text

e Definitions of standardized terms

29



Please keep in mind that any opt-out choices you make will
not apply in situations where (a) you either have made,
simultaneously make, or later make a specific request for
information from a member of The Bell Group, (b) The Bell
Group uses your personal information for either
“Operational Uses” or “Fulfillment Uses” (as described
above in A3), (c) you either have engaged, simultaneously
engage, or later engage in either Non-Registered
Transactions or Sponsored Activities (as described above in
A3), or (d) The Bell Group shares your personal information

under the provisions of A3 above with respect to
“Companies That Facilitate Communications and
Transactions With You,” “Companies That You Previously
Authorized to Obtain Your Information,” “Purchase or Sale
of Businesses,” or “Disclosures to Comply with Laws and
Disclosures to Helo Protect the Securitv and Safetv of Our

30



Minor differences between
standardized formats

Standardized table presents holistic view of policy

Short table takes up less space but sometimes makes
comparison tasks and tasks about data not collected
more difficult

=

[ext doesn’t scale well for complex policies, people
more likely to miss text in the middle of paragraphs

31



Acme

information
we collect

contact
information

cookies

demographic
information

health
information

preferences

purchasing
information

your activity on
this site

ways we use your info

provide
service and
maintain site

marketing

Bell Group

information ways we use your information information sharing
we collect
provide
service and other public
maintain site marketing telemarketing profiling companies  forums

contact
information

cookies

demographic
information

preferences

purchasing
information

your activity on
this site

T
T
80 B

W
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Acme

Acme will collect your contact information. They will use this information for
providing you service and maintaining the site and profiling. They will also use
this information for marketing and telemarketing unless you opt out. They will
share this information with other companies unless you opt out. They will share
this information on public forums if you opt in.

Acme will collect your activity on this site, demographic information, your
health information, and cookie information. They will use this information for
providing you service and maintaining the site and profiling. They will also use
this information for marketing and telemarketing unless you opt out. They will
not share this information.

Acme will collect your preferences and your purchase information. They will
use this information for providing you service and maintaining the site and
profiling. They will also use this information for marketing and telemarketing
unless you opt out. They will share this information on public forums if you opt
in.

Information not collected or used by this site:
financial, SSN or government ID, and location.

33



Acme

Acme will collect your contact information. They will use this information for
providing you service and maintaining the site and profiling. They will also use
this information for marketing and telemarketing unless you opt out. They will
share this information with other companies unless you opt out. They will share
this information on public forums if you opt in.

Acme will collect you — this site, demographic information, your
health information, an formation. They will use this information for
providing you service ining the site and profiling. They will also use

this information for marketing and telemarketing unless you opt out. They will
not share this information.

Acme will collect your preferences and your purchase information. They will
use this information for providing you service and maintaining the site and
profiling. They will also use this information for marketing and telemarketing
unless you opt out. They will share this information on public forums if you opt
in.

Information not collected or used by this site:
financial, SSN or government ID, and location.

34



Layered policy did not
perform well

Layered performed similarly to full policy

Some information was not in layered policy yet few
people clicked through to full policy to look for it

Layered not standardized enough — many differences
between companies

35



Personal Information ‘

*When you register for certain Acme services, we will ask you
to provide personal information.

*The information we collect may be combined with
information obtained from other Acme services and other
companies.

*We use cookies and other technologies to keep track of your
interactions with our sites and services to offer a personalized
experience.

36
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Collection of Your Personal Information

At some Acme sites, we ask you to provide personal information, such as your e-mail address, name, home ol
address, or telephone number. We may also collect demographic information, such as your ZIP code, age, ge!
preferences, interests and favorites. If you choose to make a purchase or sign up for a paid subscription servic
ask for additional information, such as your credit card number and billing address, which is used to create a A
account.

In order to access some Acme services, you will be asked to sign in with an e-mail address and password, wh
refer to as your Acme ID or Acme credentials. You can use the same credentials to sign in to many different Ac
and services, as well as those of select Acme partners. By signing in on one Acme site or service, you may be
automatically signed into other Acme sites and services. If you access our services via a mobile phone, you m
use your telephone number and a PIN as an alternative credential to your username and password. As part of
your credentials, you may also be requested to provide questions and secret answers, which we use to help v
identity and assist in resetting your password, as well as an alternate e-mail address. Some services may requ
security, and in these cases, you may be asked to create an additional security key. Finally, a unique ID numb
assigned to your credentials which will be used to identify your credentials and associated information.

We may collect information about your interaction with Acme sites and services. For example, we may use we!
analytics tools on our site to retrieve information from your browser, including the site you came from, the searc
engine(s) and the keywords you used to find our site, the pages you view within our site, your browser add-on:
browser's width and height. We may also use technologies, such as cookies and web beacons (described bel
collect information about the pages you view, the links you click and other actions you take on our sites and se
Additionally, we collect certain standard information that your browser sends to every website you visit, such a
address, browser type and language, access times and referring Web site addresses. We also deliver advertis
(see the Display of Advertising section below) and provide Web site analytics tools on non-Acme sites and ser
we may collect information about page views on these third party sites as well.

—ﬁ



Can more intentionally designed,
standardized privacy policy
formats benefit consumers? Yes.

» Ease of understanding

» Speed of information-finding
» Ability to make comparisons
» Consumer opinion



Ongoing Work

Integration into http://privacyfinder.org/
Make the label interactive
Real-world field studies

Test with a major search engine?

39


http://privacyfinder.org/
http://privacyfinder.org/

Try it yourself

e http://privacyfinder.org

e http://cups.cs.cmu.edu/privacylabel

40



cups.cs.cmu.edu

Patrick Gage Kelley

patrickgage.com
me@patrickgage.com
twitter.com/patrickgage

with Lucian Cesca, Joanna Bresee,
and Lorrie Faith Cranor
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